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AkpeouTtaumja cTyaujckor nporpama
MACTEP AKAOEMCKE CTYOWJE (MAC)

NCuT meHaLMeHT

CraHngapg 05. - Kypukynym

Tabena 5.2 Cneundmkaumja npegmeTta

Cryawmjcku nporpam

NCuT meHalMeHT

Hasus npegmeta

01.M20169 TexHuke 3alITUTE Y pavyyHapCKUM Mpexama

HacTaBHuk (uu)

Cwumuh B. OejaH, PeposHu npodhecop

JoeaHouh [. bojaH, JoueHT

Bornhesuh CpeteHosuh C. Mapwja, JoueHT

CraTyc npegmeta 7
Bpoj ECINb 6
Ycnos Hewma.

MpeameTun npegycnosu Hema

Linre npegmeTta

Yno3HaBake cTyaeHaTa ca Moryhum npeTkwama, pawbuBOCTMMA, HanaguMa u MepaMa 3aliTuTe Koje cy perieBaHTHe 3a MIHTepHeT
OKpyxete 1 Be6 cepBuce, OCHOBHWUM MPUHLUMNMMA 3aWITUTE, TEXHUKAMa U MexaHW3MuMa 3awTute MHAOPMaALMOHUX cucTema u
pavyHapcKkMx mMpexa, pasnuunuTum MeTOAOMOWKUM NPUCTYNUMa y NPOjeKToBaky U UMMMEMeHTauuju 3alTuTe.

Mcxop npeameta

CTyAeHTU Mory Aa NpuMeHe CTeyeHa 3Haka W BelTuHe 13 0bnacTu 3awTnTe padyHapckux Mpexa 3a notpebe TecTuparba CUrypHOCTH
annvkaumja, MpexHux ypehaja nnm kpajibux cuctema u Ha OCHOBY Tora Aa npumeHe ogpefeHe TexHuke 3awwTute Ha uctum. Takohe,
CTyAEeHTM cy cnocobHM ga camocTanHo npuMmeHe ofpefjeHe TexHWKe 3aluTUTe NPUINKOM MpOojeKToOBawa U UMnnemeHTaumje
MHMOPMALMOHMX CUCTEMA M payyHapCKUX mpexa.

Cappxaj npegmeta

Teopwujcka HacTaBa

1-01: YBOA y 3alITUTY padvyHapCKUx Mpexa y KOHTeKcTy cajoep 6e36eaHocTu. M-02: OCHOBHM KOHLIENTU 3aLUTUTE pavyyHapCcKuX Mpexa.
M1-03: Mogenu 3awwTnTe, MeToAe ayTeHTUdMKaLMje KOPUCHMKA Y padyHapckum mpexama. [1-04: MexaHn3mu koHTpone npuctyna. M1-05:
YBog y kpuntorpadwjy. M-06: MpumereHa kpuntorpaduja y padyyHapckum mpexama. M1-07: Ourutanuum notnuc. M-08: Qurutanym
ceptudumkatu. M-09: SSL/TLS npotokon. M-10: IPsec. M-11: 3awTnTa Xn4aHux n 6exmyHnx padyHapckmx mpexa. -12: Cuctemu 3a
neTekumjy u cnpevaBawe Hanaga. I1-13: 3awTuTa annukaumja y padyyHapckum mpexama. M-14: 3alwtmuta enekTpoHCKNX cuctema
nnahatwa. M-15: MNoHaBmbawe npeheHnx nekumja n npunpema 3a UCNUT.

MpakTnyHa HacTaBa:Bex6e, [ipyrn obnuum Hactase, CTyanjckn nCTpaxmBadku pag

B-01: OcHoBHU MojMoBK y 06nacTu 3awwTuTe padyHapckux mpexa. B-02: MpoueHa pusnka u ynpaerbake puamkoM. Metoae couujanHor
nHxerepuHra. B-03: MNpumepun metoga ayteHtTudmkauuje, NpoTokonu 3a 3aWwTUTy nogartaka y padyHapckum mpexama. B-04: Nessus B-
05: Mpumepwn 3noHamepHUX NporpaMa y padyHapckum mpexama. B-06: Mpumepwn npumeHe kpuntorpadumje y padyHapckum mpexama. B-
07: 3awTunTta nog onepatuBHum cuctemom Windows. B-08: Kerberos. B-09: 3awTtuTta nog onepatnBHuMm cuctemom Linux. B-10:
CreraHorpaduja. Npumena PKI. B-11: MNpumeHa firewall-oea. B-12: Mpumepu cuctema 3a getekuujy u cnpevyaBake Hanaga. B-13:
OWASP, lNpumepu 3awTtute veb annukauuja. B-14: NprumeHa cmapT kaptuua y padyHapckum mpexama. B-15: MoHaBbanwe npeheHnx
BeXOW 1 npunpema 3a ucnur.

JlutepaTtypa
P.6p. AyTop-n Hacnos MN3paBay FoanHa
1, |illiam Stallings, Network Security Essentials: Applications and Pe_a_rson Education Limited, 6th 2016
Standards, edition
2, |Oejan Cumuh MpepaBawa y e-chopmun ®OH 2020
3, |James Curose, Keith Ross, eC;?Opnuter Networking: A Top Down Approach, 7th Pearson 2016
4, [Joseph Migga Kizza, Guide to Computer Network Security, 4th edition, gﬁglrilgri%ntematlonal 2017
Michael Bartsch, Stefanie . . Springer Fachmedien
5, Frey, Cybersecurity Best Practices, Wiesbaden, Springer Vieweg 2018

MpakTuyHa HacTaBa

Teopwujcka HacTaBa
OcTtanu yacosu

Bpoj yacoBa akTuBHe HacTaBse Bexbe OOH ChP

2 2 0 0 0

MeToge nssohera HacTase

KnacuyHa npepaBatba, Bexbe, npakTnyaH pag

MpenaBarba ce n3Boae y3 NpUNpemMrbeHy npeseHTauujy Kojy HaacTaBHMK NyTem NpojekTopa npukasyje y yymonuun. HactaBHuk no
noTpebu kopuctn Tabny n Mapkep 3a nojeavnHe HacTaBHe jeauHuLe. Bexbe ce nssoge y 06MYHOj yHMOHWULM, MPU YEMY HACTaBHUK NyTEM
npojekTopa npukasyje npunpemrbeHe npe3eHTauumje Kao 1 KOHKpeTHe anarte. HactaBHuK kopucTv Tabny n mapkep 3a nojeanHe 3apatke.
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KOHCcynTauuje.

HacTtaBHUK Aaje MHCTPyKUMje CTYAeHTMMA kako Aa nofdece notpebHe anaTte Ha CONCTBEHUMM payvyHapuma 1 no MOAENy MeLoBUTOr
npucTyna yyewy CTyAEeHTU pafe Ha COMCTBEHWM padyHapuma y yuymoHuum u kod kyhe. MpaktuyaH pag ce oaBuja no moneny
nedvrHcara NpojekTHOr 3aaaTtka, hopMypara NPojeKTHUX TUMOBA M NOTOM HUXOBE M3paje Of CTpaHe CTy[eHaTa, Kpo3 pefoBHe

OueHe 3Hara (MakcumanHu 6poj noeHa 100)

ObaBe3Ha | [lMoeHa

Oatym: 18.12.2021

MpeancnuTtHe obaBese Ob6aBesHa | lNoeHa 3aBpLUHM ncnuT
AKTUBHOCT y TOKYy HacTase Ja 10.00 | Mucmenn nenut Oa 30.00
W3papa npojekTa Oa 60.00
Ctpana 77
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