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Tabena 5.2 Cneundmkaumja npegmeTta

CTtyaujcku nporpam NCuT meHaymeHT
Haaue npegmeta 01.M20160 CrpaTteruje cajoep 6e3begHocTu
HacTaBHuk (uu) Cwumuh B. OejaH, PeposHu npodhecop

JoeaHouh [. bojaH, JoueHT

Bornhesuh CpeteHosuh C. Mapwja, JoueHT

CraTyc npegmeta 7
Bpoj ECINB 6
Ycnos Hewma.
MpeameTun npegycnosu Hema

Linre npegmeTta

Omoryhutu cTyaeHTMa pasymeBare KOMMIIEKCHOT yTuLlaja u BaXHOCTM NpumeHe cTpaTteruja cajoep 6e3beqHOCTN Ha opraHM3aumnoHe
LuurbeBe, Kao 1 CTULake NPakTUYHO ynoTpebrbuBuX 3Hawa NoTpebHUx 3a kpeuwpakwe n umnnemeHTtauvjy 6es3begHocHux nonuca,
npoweca u akuuja koje omoryhasajy noctusarwe NOCNoBHUX LUUIbEBa TOKOM paja y cajbep npocrtopy.

Mcxop npeameta

CTyneHTn he gobutn ocHoBHa 3Hawa HeonxofdHa 3a npoueHy notpeba opraHusauuje y KOHTEKCTy cajbep 6e3begHocTu. buhe
ocnocobrbeHn ga NnpuMeHe cTedeHe BeLTUHE 3a Kpevpakwe ofgroeapajyhe crpateruje cajoep 6e36eaHOCTM koja nogpasa NocroBHe
Luureese 1 MUCHjy opraHusaumje.

Cappxaj npegmeta

Teopwujcka HacTaBa

M01. Wra je cajbep npoctop n okpyxewe cajbep npoctopa?. [102. WTa je cTpaTterunja u ctpateruja cajbep 6e3benHoctu y cajbep
npoctopy?. M03. be3benHocT y caj6ep npoctopy. M04. YnpaBrbawe KOMMNIEKCHUM ogHocuma Yy cajoep npoctopy. [105. CtaHgapau m
OKBMpPU y obnacTtu cajoep 6e3benHocTn U MHpopmauyuoHe 6e3benHocTn. M06. <eHr<HUCT</eHr> okBup 3a cajbep 6e3benHocT. M07.
CIS kputnyHe koHTpone 6e3bepnHocTn . M08. CaBpeMeHn KOHNUKT y cajbep npocTtopy. M109. AnaTtu 3a cajbep 6e36egHocT. M10.
MnaHupatse kopropaTMBHe nonuTuke 3a cajoep 6e3denHocT. M11. MnaHnpakwe HauMoHanHe nonuTuke 3a cajbep 6e3begHoct. M12.
Mnanunpate OyueTta n umnnemeHtauuja. M13. 3awTnTa rbYACKUX NpaBa U NPMBATHOCT NUYHKUX nNopaTaka. [114. TpeHgosu n npasum
paroer pasBsoja y obnactu cajbep 6e3begHoctu. M15. MNpunpema 3a ncnur.

MpakTuyHa HacTaBa

B01. AHanusa uHumpgeHaTta cajoep 6e3begHocTtn. B02. AHanusa ynora, o6aBe3sa 1 akTepa y UHUMAEHTUMA Be3aHUM 3a cajbep
6e3bepHocT. B03. HaunHn pearoBana Ha cajoep nHuugeHTe n moryhu ucxoam y ogHocy Ha aktepe. B04. MgeHTudmkaumja npetron,
pu3uKa 1 pawMBOCTU Y KOHTEKCTY cajbep 6e3begHoctu. BO5. AHanusa BpegHocTu, cnabocTu 1 kopaum y NnpuMeHn ctpaTerunja cajoep
6e3benHoctn. B06. Ctyanja cnyyaja - Phishing nanag. BO7. Ctyaunja cnyyaja - Vickopuwhasake jaBHO nosHaTe pawunsoctu. B08.
Crtyawnja cnydaja - besbegHocT mpexe. B09. Ctyauja cnyyaja - MHuuaeHT Ha HuBoy annukauunje. B10. MNpumeHa anata 3a cajbep
6e36eaHocT. B11. AnaTu 3a caj6ep 6e36eaHocT - IP tracker online. B12. Anatu 3a cajbep 6e36eaHoct - Nmap/Zenmap. B13. Anatu 3a
cajbep 6e3benHocT - Kali Linux. B14. AnaTun 3a cajoep 6e3benHocT - Kali Linux. B15. Mpernea npeTxoaHux cagpxaja n npunpemMa 3a
nuenur.

IlutepaTtypa
P.6p. AyTop-n Hacnos M3paBay lopguHa
Charles J. Brooks,
1, [Christopher Grow, Philip Cybersecurity Essentials Sybex 2018
Craig, Donald Short,
- . Effective Cybersecurity: A Guide to Using Best )
2, |William Stallings Practices and Standards Wiley 2018
Cybersecurity — Attack and Defense Strategies:
3, | Yuri Diogenes, Erdal Ozkaya |Infrastructure security with Red Team and Blue Team |Packt Publishing 2018
tactics
4, %ﬁ%ﬁ{y J. Touhill, C. Joseph | o oo ecurity for Executives: A Practical Guide Wiley 2014
5 | NIST, Framgwork for Improving Critical Infrastructure NIST 2018
Cybersecurity

npaKTVI‘-IHa HacTaBa

Teopwujcka HacTaBa

OcTtanu yacosu
Bpoj yacoBa akTuBHe HacTaBe Bexbe OOH CnpP

2 2 0 0 0
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MeToge n3Bohera HacTaBe
MpepaBana n Bexobe.

MpenaBawa ce nsBoge No MoAeny ekc kateapa, HacTaBHUK KOPUCTU 06aBEe3HO NpUNpeMIbeHy Npe3eHTauujy Kojy nyTem npojekropa
npukasyje y yumoHuum. HactaBHuk no notpebu kopuctu Tabny n mapkep 3a nojeanHe HacTtaBHe jeAuHULE.

Bexbe ce nssoge y o6MYHOj yYMoHMLM, NPYU YEMY HaACTaBHMK NyTEM MpojekTopa npukasyje npunpemrbeHe npeseHTauuje kao u
KOHKpeTHe anate. HactaBHuK kopucTu Tabny n mapkep 3a nojeanHe 3agatke. HactaBHUK MHCTpyupa CTyAeHTe Aa nogece notpebHe
anare Ha COMNCTBEHVMM padyyHapuma 1 Mo MOAENY MEeLLOBUTOr NPUCTYNa yyYewy CTYAEHTU pafe Ha CONCTBEHUM padyyHapvma y YYUOoHULN
n kopg kyhe.

MpakTnyaH pag ce oqsmja no moaeny neduHncama I'IpOjeKTHOI' 3apaTka, popmupara I'IpOjeKTHVIX TMOBa 1 NOTOM HUXOBE U3pane oa
CTpaHe CcTyaeHaTta, Kpo3 peaoBHe KOHch'ITaLl,Mje.

OueHe 3Hatba (MakcumanHu 6poj noeHa 100)

MpeaucnutHe obaBese ObaBesHa | [MoeHa 3aBpLHu ncnut ObaBe3Ha | [lMoeHa
AKTUBHOCT Ha npefaBarvmMa Ja 30.00 | Mucmern nenut Oa 30.00
MpojekTHn 3apaTak Oa 40.00
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